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Abstract— Drive-by-Wire is the relatively new idea of engineers who will work together for the success of the

automating the process of driving through the use of elec- project. Interested entrepreneurs are needed to provide
tronic communication and sensor detection. The creation for the large required investment.

of a strong decision-making system will promote safety as - .
well as reduce the dependency our nation has on human People affectedThis new development will welcome

based transportation. Other benefits include a significant €verybody in the real world to be customer of the prod-
reduction in manufacturing costs for producers, and fuel Uct. People from all over the world will be prospective
savings for consumers. This paper analyzes many aspectusers. Some developers will be necessary to maintain the
of a drive-by-wire system and provides a means for risk software and implement new technology over time.

assessment to determine the feasibility of drive-by-wire \ 1 hine in systemTo actuate the project, it is required
in the near future. While revolutionary in theory, our o h i Th hould b .
immediate conclusion is that such a system is not tenable 0 have large server space. ) ere shou € a man
due to high safety concerns. database to store data for traffic, and road maps. The
system will have high-speed computational capacity to
I. INTRODUCTION generate output faster and react with vehicle sensory unit

The idea of a system of transportation that removes tAg& needed.

most dangerous factor, human beings, has been aroiathine affectedSpecial controls in the highway sys-
for quite some time. Although practical solution for aem are needed. Every highway system where the au-
drive-by-wire system is still years off, a great amountbmated vehicle will run must have magnetic sensor in
of research has been dedicated to the problem. In agch traffic lane to detect clear interaction with electronic
drive-by-wire system software is of great importance; gteering wheel. For data communications, the highway
the software is flawed lives will be put at risk. Becaussystem must have transmitter, which send and receive
of this inherent risk, it is important that the softwarenessages through electronic magnetic signal to keep
involved be developed and tested extremely carefully- inack of all distributed system and share information
applying fundamental concepts of software engineeringith vehicles. This is expected that the highway system
In this paper we will cover some of the key steps ararchitecture may need revision. Traffic control system
considerations of the software design process that wogldould be automated so that it can communicate with
be involved in a drive-by-wire system: requirements central system to inform about traffic jams or signals
design, testing, measurement, validation, risk analysisd to help the vehicle control unit to take action.

reliability, maintenance and code reuse. Other items affected by software operations:Outside
environment will be affected due to the drive-by-wire

_ system. The highway system will have some change in
A. Environment operation, as interaction in driving will not be required.
People in systemThis project will need huge numberOlder model vehicles will have less use and could
of developers. The entire project group must consist bé disposed of out of necessity. There should be an
developers for coding, hardware specialists, knowledgaternative way to undertake this kind of environmental
able mechanical engineers, electrical engineers, and cisgue.

I[I. PROBLEM ANALYSIS




B. Item produced « Each vehicle for this project will be electronically
controlled.

There should be vehicle autonomous driving system
hardware in each vehicle, which control the vehicle
and response to the human input.

The vehicle will have automatic braking system

Iltems processedfhe drive-by-wire system will process
software with sufficient attributes that are needed for*®
software operation. For example each vehicle will have
a hardware, which will communicate with the central
database that provides information for the vehicle. The*® ) i s
vehicle itself will have sensory detectors that detect® Automatic route planning option in the system
objects, control speed, brake, and transmission, and shar® Automatic steering control and traffic lane control

data to the software for input. The output from the ® Automatic speed and transmission control
software actuates the sensor to react. o The traffic control system should be compatible

with drive-by-wire system so that the system gets
informed early about the signal lights, traffic jam or
any road construction.

Vehicle should have intelligent sensor to detect
obstacles, traffic lights and other objects during
vehicle movements and react on it.

The system would be able to communicate with
main system or other vehicle in the system through
wireless network and share necessary information.
Redundant hardware to handle permanent faults.

Items consumedDuring software development process
item consumed are person time, knowledge, developing
cost, experimental cost and managing hardware/software
attributes. For users the items consume to run the soft-
ware will be electric power and necessary information
regarding road and external environment. The advance
technology can reduce the power consumption through
solar power or from other resources. Information will be
available from up-to-date database, sharing from other,
vehicle sources and or direct contact to the real life.
Optional requirements:
C. Functions « Message generating tool to inform the user about

Functions performed by peop|djrive-by-wire system accident, mablllty to reach the destination or any
make easy for people to drive vehicle without actually ~ other type of malfunction if the passenger is not
being present in the vehicle. For example user can choose Present in the vehicle

a destination, as an input data then the system will takee Memory control system to record past destinations
the vehicle to the right place in reasonable time. To and also expected rides in future.

actuate the process the input should be valid and tge
vehicle should have enough power. :

Non-functional Requirements
Time: Drive-by-wire is a huge project and it will take

software will control the hardware installed in the vehP!€Nty of time and effort to come up with an actual
cle. It will use the database to collect information, finﬁOIUt'on' Calculating tlme to c_omp_lete the project |s_not
right direction to reach the destination and response §8SY Put dependable time estimation should be available
the traffic system to avoid accident. The time it will tak@1C€ the entire project plan is ready. The work will be
depends on the traffic jam, speed limit of the road, aﬁ&)ht into different department of the development group

signals. Sometime the system could generate differ@fld €ach group will have their own subprojects. The
direction to avoid frequent signals. actual time will depending on LOC, number of people

, working on the project as well as their skills, and amount
Functions needed to producBoth hardware and soft-

i of testing required.
ware development are needed for this huge system.

Special high tech mechanism in the vehicle is neededg&s'{: Development cost is very high. It is hard to deter-

react over the sensory detection and actuate the restif’® actual cost before completing the entire project be-

Software need to be very reliable and risk free beca §aUse the system is dependent on various environmental

the system deals with human life, any malfunction migﬁtnd functional issues. Cost estimated depends on human
cause loss of life. labor, hardware infrastructure, and costs of COTS soft-

ware. It is also related to time needed. As an assumption
I1l. REQUIREMENTS most of the cost will go for remodelling highway system
and developing the main operation control unit. The
operation control unit needs multiple hardware related
Drive-by-wire system should do the following: devices, which perform for each section of control unit.

Functions performed by machinBrive-by-wire system

A. Functional Requirements



It is also costly to make automated electrically controllesensor unit will detect and generate input. The input will

vehicle with special sensory mechanism. Distributegb over other nodes to filter and process for actuator. The
sensors and receivers may need to be placed all oaetuator takes action for specific situation. The data move
the highway system to have easy access to the syst#mough different nodes to actuate the result running
Finally the maintenance cost that includes recoveritigrough individual process unit and communicate with

all kind of difficulty, failure as well as updating theelectric mechanical system to the right sensory unit of
traffic information that is needed forever. Users need the vehicle. The entire system is controlled by electronic
be trained or at least provide enough information withbower system and communicates through bus system.
practical training to demonstrate how to operate, whicfherefore, integrity methods, such as reliability, fault

will incur extra costs. tree, hazard analysis, and risk classification for the design

Security: The data transportation and user access shogfféties are needed. [3].
be highly secure so that nobody can control the vehic

other then the user. It is an important requirement, as F“"fi*’"s
maintain customer expected standards from tradition e e
vehicle models. ‘r--"’" * T Actuators

Portability: The system will communicate through wire-
less network; therefore it should be portable for ever
gateway system and suitable for all vehicle manufactu
ers.

Efficiency & Reliability: Although the project is expen-
sive it should be reliable and efficient to use. Reliabilit
and efficiency depends on the wide use of the systel
Maintenance is also a big issue here because the mi
people use the software the more error or limitatio
comes out in focus, therefore continuous maintenan
will make it more efficient and reliable. [1]

IV. DESIGN Operation control unit:Operation control unit is the
The automated vehicle will have dual control, bot ain ;tatlon, Whlc.h contro! and make available all n-
ormation about drive-by-wire system. The control unit

autonomous and manual. The user will have _opport_un{}\xu be able to generate route planning, make available
to choose one of the two options at any time, e'theil information the system need

manual or automatic. The hardware redundancy is for
increasing safety issue [1]. To minimize the risk it j¥ehicle autonomous driving systenvehicles of drive-
necessary to have manual hardware control as an opti@y;wire system consists of some special electronic mech-
which will deal with any kind of critical software error. anism with electronic output, microcomputer to control
The design process strictly follows the requirementg€ System, bus system to communicate through all
of drive-by-wire system. Therefore, design might ha@eNSOry units, and electronic _actuato_rs [3]. The software
some correction later on after requirement modificatiol! generate command to drive vehicles with the help
over time. The design process can be easily descri®fesystem receiver attached to the vehicle, control the
using data flow architecture where each process unit ¢gnmunication links to each part of the vehicle such as
be shown in a node and dividing farther into small unit®rake pedal, steering wheel control and others through
The nodes will have input from outside environmeri'® réceiver and sensory system [5].
then process the data, send the output, which would $ensory process unifthe sensory process unit detects
input for another node. Finally the electronic mechanicdlstance, obstacle, follow traffic lane, and other issues
system will receive the input to actuate the result. Thken filter the message and correlate sensory information
operation control unit is subdivided into sensor, actuatand send to the task management. There are different
and task [1]. types of partial sensory unit operate for the sensory
In functional model, the task unit will control the overprocess unit to work as a whole to keep track of running
all process and control the sensor and actuator unit. TWehicle. Navigation sensor measures the distance and




collects location information from operation control uniinstances such as traffic jams, bad weather conditions,
[5]. Microwave sensor detects short distance obstacle aarti accidents.
act faster with electronic actuator. Because the environment in which a drive-by-wire

Actuator Module: This module estimates the state of$ystem will exist is so complex, the verification system
external world gathering information from central controised with the software must be powerful and correct.
unit and make prediction from the sensory messad®g. their paper, Fault-Tolerant and Secure Intelligent
After evaluating based on estimation, the output is se¥ghicle Highway System Software - a Safety Proto-

to the electronic actuator to promote the action. ActiliyPe, McMillin, Sirois, Mahoney, and Budd outline a
ator unit controls automated steering wheel, electrorfiéstributed system for drive-by-wire in which they used
brake pedal, throttle, transmission system, transfer ca§&SP (@ CSP-like syntax on top of C), called the
parking brake using sensor detection, laser detection diégomated Highway System (AHS). In AHS vehicles
data communication link [5]. exchange messages and program states. Assertions em-
Task Module: Task module will implement real-time bedded within the code are evaluated upon execution

planning for sensory message and control the electrofffgPending on their truth values [4]. AHS is able to
actuator. For safety check the task module will monfimulate different scenarios, or events, taken as input

tor all functions and perform error handling and fauﬁm_d allpws for changes in the way the system detg_r-
treatment [1]. mines its response to the events, such as the ability

to enable or disable global state variables. The test
V. TESTING AND MEASUREMENT system allows them to run simulations on a group of

It has been suggested that the safety requiremenmputer workstations and return results such as reac-
for such a system needs to be 100 times safer th#@wn time, resulting consequences (collisions, etc), and
conventional driving [2]. Due to the inherent need forelevant states involved in the simulation. AHS is an
safety in any drive-by-wire technology, extensive testingxcellent example of the type of extensive testing needed
of the software systems involved is essential. In additidrefore any actual real-world test systems are built, it
to testing, measurement of the software is also needddo gives the developers a way of manipulating the
at each design phase. A safe, workable system will rtesst environment that is fast and flexible, two attributes
be achieved without these two important concepts. difficult to achieve on a test track.

A primary source of software bugs, and the largest After initial testing on simulators (computer work-
pitfall in a drive-by-wire system, is the operating enstations, scale-model tracks, etc) a large amount of
vironment. We can not replicate the users combinatid@sting is required in limited and large-scale real world
of hardware, peripherals, operating system, and appbsts. As changes are made during real world trials,
cations in all of our tests [7]. Therefore, modelling theegression testing will be required. Again, because of
softwares environment should be our prime concern tine time consuming and expensive nature of real world
the early stages of testing. In addition, a side-effect t#st scenarios, a system like AHS will be well suited to
the complexity of the system is that there are an infinitis application.
number of input domains (or test cases), so it is necessarMeasurability of any drive-by-wire system is not an
to isolate these inputs into separate subdomains [6asy task. Since the system is so complex, simple meth-
Subdomains in a drive-by-wire system can be brokens such as LOC and Function Points will not adequately
up, for example, as follows: collision detection, langive the designers a good measure of the software. A
alignment and position, current state relative to othbetter system of measuring would be using an approach
vehicles, road conditions, etc. Dividing inputs allows usased on feature points (the number of algorithms in-
to implement unit testing very well, but it does little tovolved). Since a drive-by-wire system is basically a
show how the different parts of the system work togethgrouping of algorithms that handle specific events based
as a whole. on input from sensors or surrounding vehicles in an

In the drive-by-wire system inputs should be seesd-hoc network, determining complexity through feature
as test scenarios, or events that encompass a nungmnts makes sense. Unfortunately, determining what is
of physical input sequences [7], for example, a vehict& is not an algorithm is somewhat arbitrary. Also, a
in front of us applying its breaks at a given speedood measurement system would also include a metric
Test scenarios should be selected based on real wddddetermining coupling between methods (algorithms).
studies of normal traffic behavior as well as problematf@rive-by-wire only works if the many different classes




work well together (for instance, the methods associatedist be taken not to require changes to the existing
with road condition checking, the collision system, anithfrastructure and systems. For example, if a city must
the automatic breaking system), therefore it is imperatiypéace electric tracks for the vehicles to run properly
that as measurement deals with the hierarchy of clas¢asd safely) there would be little opportunity for the
and methods as a whole. projects success since costs will outweigh benefits. For
The key idea in measurability of a drive-by-wireno infrastructure changes, there will be zero risk.
system is to keep the method of measuring the soft-Safety is the key to the deployment of drive-by-wire,
ware consistent from iteration to iteration. That way lut involves modest risk. This risk stems from the unpre-
developer or manager is able make judgments basbidtability of driver actions. In practice, Volkswagen has
on relative differences. Ultimately, testing any softwarget a firm guideline for the safety of their autonomous
involved in a drive-by-wire system is a long and arduoywojects: "Safety before Availability” which they define
journey, and one that is vital to the success of any projeas "A vehicle, which is able to drive without human
Measurement is required along with testing at eadtitervention (autonomous) by use of electric equipment,
step in development to assess progress. A successsbill not entail human beings and/or property which is
working system will only be achieved after these twgreater than the hazard represented by the conventional
key concepts have been integrated. (human) driver!” [2]. Determining the level of necessary
safety can be a daunting task. Should consumers be
satisfied by systems that perform as well as humans,
Significant risk is involved when human lives arer will perfection be demanded. The United States
at the hands of machines, and their human softwedepartment of Transportation indicates that "more than
engineers. While humans are understood when fallit#©% of crashes are the result of human error” [8]. By
at driving, any mechanical substitute must be extremeadyiminating the driver, consumers are likely to expect
precise and provide higher levels of safety at all time80% less accidents instead of merely meeting the human
Before any design or development is performed, detailadcident level. As such, safety is a high risk issue.
risk analysis must be done. This analysis is importantLegal risk is very important for automated driving
to perform, as it provides validity to the project andystems. Traditionally, the driver is held responsible
airs downfalls to be considered in the initial design. Favhen accidents occur. In autonomous driving, there is
any company investigating autonomous driving vehiclesp driver. The company may become legally respon-
sources of risk include the cost of the project (researdible for all accidents. This is an unacceptable risk.
design and development), safety (to the driver, othefhe possibility of hardware and software failure is too
and the vehicle), legal aspects and technical error (dgeat to assume responsibility for. Furthermore, the cost
sign, debugging, development, and fault errors). of recalling vehicles for deadly software programming
Before work on any project begins, the leader shoutmbuld be tremendous.
determine what the cost of the entire product will be, Software errors are impossible to avoid or guaran-
as well as how many units are anticipated to be sdlde against for large, complex systems. Errors made
and at what price. If a project will not make money foduring the design and development processes can be
the corporation, or worse lose money, then the projemtstly and/or injurious. Through software engineering
should cease. The cost to the user for implementatiand well-planned organization, many technical errors
of the final project must be considered as well. Faran be avoided. In [2], Volkswagen suggests two meth-
the autonomous vehicle, great costs will be incurred ods to avoiding software errors after extensive testing:
research and development for the simple reason thafuibctional testing and having a "electronic co-pilot”.
has not been done before. In order to determine the mésaditionally, component redundancy has been used to
effective method of design, many failures will occumprotect safety in critical systems. Due to the high number
Once a company completes the development of suahcritical systems required, this could lead to be tedious,
vehicle, the marginal cost will be significantly lower tccostly, and also dramatically add weight to the vehicle.
others through reverse engineering methodologies. Usingtead, they recommend creating redundant software in
the IEEE 1044.1-1995 Risk Classification Scheme, thsolation. If one module fails due to software program-
could be classified as a medium risk. After the designing, the related module with different coding can take
has been fixed in place, production costs should bger. While it logically follows that software developed
similar in comparison to standard vehicles. Certain caireisolation would produce stable results, in practice this

VI. RISK ANALYSIS



has proven not to be the case as the isolated teams VIII. M AINTENANCE AND CODE REUSE
have the same preconceptions in regards to the project
(resulting in the same faults). The co-pilot alternative When engineering a large-scale safety critical system,
is more practical. An "electronic co-pilot” takes over ifsuch as an automated vehicle driving system, the level of
both software solutions fail and the system can no long@iojected maintainability must satisfy some core set of
successfully self recover. The co-pilot is hardcoded fgduirements. When not engineered with maintenance in
avoid accidents, and gracefully pull over to the sid&ind, software bug fixing and firmware upgrades might
of the road to shutdown. Another solution is proposde comprised of ad hoc solutions that will compound in
[4] as an ad-hoc communication network for nearu’ytricacy upon further generations. Proper maintenance
vehicles. These equipped vehicles will communicate Rigns help to reduce the level of complexity for software
short range to determine what the other is going to gystems, and also reduce the cost of developing and
next, removing uncertainty in future vehicle state. Thigeploying software updates and safety revisions.
network is also efficient in detecting software faults, In automated driving systems, safety is a primary con-
by comparing communicated traffic with sensor/softwagern. Proper maintenance strategies in such environments
detection results. In combination, these error tolerayield higher safety ratings and allow for cost effective
systems dramatically lower risk of dangerous effects dgelutions to this cardinal charge. At the Volkswagen
to software error. research group in Germany, an implied maintenance
strategy is employed at all times. All team members
develop and design project resolutions as a group. [2]
VII. RELIABILITY As a result of this, each team leader is familiar with
all aspects of development and can properly assimilate
o _ _ ~_any problem or addition to the system with a maximum
Software reliability for drive-by-wire systems is in-yngerstanding of the system as a whole. The time to
credibly difficult, pe_cause the fault 'condltlons are ”%odify the system goes down while reliability goes up,
always known. This is due to uncertainty. In conventiongijoying for better financial management and higher
software execution, reliability can be easily determme&oduct yield, in this case, safety concerns.

through path testing. A input value is given and results In Autonomous driving requires a layer of communica-

an expected output. T_h_ose Wh_'Ch have deviating UM, between every self-governed vehicle on the road.
result in a fault _condltlon. This can only work wheqn addition, it must maintain strict interface quality and
outcome is certain. allow for backwards compatibility between models. This
In driving, we only have predictability. Itis predictablecan all be achieved through exploitation of code reuse.
that if a Michigan Tech student is driving in front ofproper code reuse techniques can yield higher potential
a road-raged professor, the student will switch lanes @ all forms of analysis, especially in intelligent vehi-
avoid being rear-ended. It is also possible that in thges. McMillin et al [4] describe a simulation system
same situation, the student switches lanes and the CWI their proposed software architecture based testing
professor (so full of rage) sideswipes the student off tkghema. It was designed to uncover safety issues while
road. We now have two situations which follow the samgllowing for fast prototyping and a large degree of
path, and have the same goal (to stay on the road agdability. The benefits of code reuse in this situation
not be hit), yet one results in an unexpected fault.  are quite clear. By deriving from a central code base
While we cannot use scenario based testing to obtaimpon new test suites, the research group was able to
numeric value for reliability, we can create these resuligke advantage of a distributed system of virtual vehicles
from testing the percentage of time in which the can their testing environment. Each distributed machine
performs as expected. Determining what is expected cammunicates via a network communications layer and
also be difficult. To what standard do we hold the vehiclkeins identical elements of the safety critical software.
to? Is it a fault if the vehicle stays on the road whelhere are many other opportunities for code reuse to
we expect an accident in a particular case? This mussolve issues in engineering a car that drives itself. If
be answered by the software engineers before any foathmakes and models of vehicles were to draw from the
of reliability assurance can be made. It must also lsame code base, bug fixes and security updates could
standardized cross-industry if comparisons in reliabilitye installed and distributed very easily. One example
are to be made. of this might be the communication protocol for which
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